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Enterprise Advanced Security (Detection)
Symantec Endpoint Security Complete

False Positives 0%

Threat Response Details
Theeat | Taset.
Turla

Ke3chang

Threat Group-3390

Score | overatiSears
100%
100%

100% 1002%

100%

P e

Kimsuky

Detection Accuracy 100%
Legitimate Accuracy 1009
Total Accuracy 100%
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Symantec Endpoint Security Complete

Response Details

Incident | petection | Delivery = Execution | Action | Escalation PE Lateral Lateral Privilege Lateral

Action | Movement | Action Attacker/ Number of Attacks Delivery/ Escalation/ | Movement/
7 v v/ v/ v/ v/ v/ v v APT Group Incidents Detected Execution Action Action Action
Turla 4 4 4 4 4 4
2 v v v 4 v v v 4
4 4 4 4 4 4
3
4 4 4 4 4 4 4 4 Threat Group-3390 4 4 4 4 4 4
b 4 4 4 4 4 4 4 4 Kimsuky 4 4 4 4 4 4
Total 16 16 16 16 16 16

This data shows how the product handled different group stages of each APT. The Detection

Ke3chang and Attacks Detected columns show the basic level of detection.
I"E,\i‘?f"t Detection | Delivery = Execution Action Escalation A:;sm Mlc_na;;ﬂwaelnt I;\itteiéil
2 4 4 4 4 4 4 4 4 Detection Accuracy Rating Details
6 v 4 4 v v 4 v v Attacker/ Number of Attacks Group Detection
p 7 v v v v v 7 v APT Group Incidents Detected Detections Rating
Turla 4 4 16 160
8 v 4 4 4 4 4 4 4
Ke3chang 4 4 16 160
Threat Group-3390 4 4 16 160
Kimsuky 4 4 16 160
Threat Group-3390
N Total 16 16 64 640
Incident | petection | Delivery | Execution | Action | Escalation | ,RE | Lateral - Lateral
Different levels of detection, and failure to detect, are used to calculate the Detection Rating.
9 4 v v v v v 4 v
10 4 4 4 4 v 4 4 4
n 4 v 4 v v v v 4
12 4 v v v 4 v 4 v

Group Detections

We record detections in groups, as described above in Understanding Detection Groups. To get
an overview of how a product handled the entire set of threats we then combine these

Kimsuky
detections into ‘Group Detections’.

I

E Lateral Lateral

Incident | Detection | Delivery | Execution | Action | Escalation | ,HE | Lateral o Lateral
B v v 7 7 v v v v In a test with four incidents and four detection groups (Delivery/Execution; Action; Escalation/
PE Action; and Lateral Movement/ Lateral Action) the maximum score would be 16. This is
14 v v v v v v 4 v because for each of the four threats a product that detects everything would score 4.
15 v 4 v v v 4 v v
Our overall Detection Rating is based on the number of Detection Groups achieved.
16 v v v v v v v v
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