RLZEM--AKF(2022/04/22) FEFI 15 5% R R BHE A S EER AR

B R e S e e R MRS > 8 HBPE SRS RERY
FRELEEMNEREFER M= E L T RN RE - EEXBNHEHEE S
FCIIHIAR S EAPL - B L [E RS B T R )T R oA s » R B R BT
K22 255 - BEEEARE » BPTEARE - —IROEE B BCERE RN Eral S
HHIGEE NG - DUERE R EMT LEEE - B8R et M e & 2L
PSR EERTEE - HizuhE 2/ DRI T IRAMNEE T - B S5 ERTELFT
FrEEEEERE RN REEY - MATKENEE O RHRENRE - BhEILEREN
B P88 oo R W 8 2\ 2+ (Protection Bulletins)

Wi E A EERAEMIETR SRR

Wi RERRBIRAT | gm0 mamR E B URE 2 EE -

TR R AEFIE T A RTARRA( IPS) BYSFER (AT ERXERE)

EFBR A AMZTEG 248 (IPS) ¥R —RAVEEE a5 2 > nf{tEaE =
500 s&AFERDHE BTN VEIE(EnBCRE 28 FER TR -

HWEAY T RN > SEP H4ErSfEIRES 2 (IPS) 1F 120 E{E~2 (&gt _E 48 HFH 1F T
1.949 {(EAIAEE - BT 95% TE RGPS B AT A U FH 11 - (2022/04/18)

e 7£2281,00051m%5 L » PFHIE T1.026BRE e £1257,90051mE5 E » PFHIE T360EXES

iR EWebiRFEROVRD © MAERREINRE -

e f£4785,50051m% - © PHLE 73,6308 NE o 7£3884,800510H% -  PHLE 71,0908
A AsIWindowsFERIRIRBEIK EE o BigEFEE G NEEZZHIVBILIE

e 7£8%7,3005Windows @R EH > FHIET e 7£2,0005i0m%5 =+ PHIE T330BRINBEHE
2,440 E o ZRE o

o T16:87,400if%5 L - fHIE T990BNE S F e 7£1283,80051H%5 L + fELE T560BNEH
AR e EEEECACERPET o

o 7£8E9,90051m%5 L - FHIE T430BRES e 7£6,70051m% £ * PH L T2455,800X)0%
IRBECMSIRIA © BFREH

s R PR AN FE AR EW BRI IPS (R E - ESEP/SES E — AT L.
B> eRZEEREREIZ a5 % > Ll B REgREmR) - DGR
EORE - BB IERIERUARER IPS HUERH] > sREMRZ BEMBHE v G R A I8 -

ER 2R ARREM-F R BB R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

IRF5EEE  0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
http://www.savetime.com.tw
http://www.savetime.com.tw
https://www.broadcom.com/support/security-center/protection-bulletin
http://www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/Using-policies-to-manage-security/managing-intrusion-prevention-v36820771-d53e8657/enabling-network-intrusion-prevention-or-browser-i-v38557434-d53e10153.html
http://www.savetime.com.tw

RLZEM--AKF(2022/04/22) FEFI 15 5% R R BHE A S EER AR

2022/04/21

FIF Spring4Shell B9 CVE-2022-22965 iR@:REmIEIRITE
FEEBEEZEIFI A SpringdShell J&[F (CVE-2022-22965) HAniEE =2 i T8 - 18

TR AP B > BT BAEAIEZE 248 » 164 Windows 2K Linux Y 4R HR L S fio il 25

o HHAE A RIS EE R S E A E R G HHER e AL T A R R ARIISEE (2R

B IhEE -

F T 5T AR B — AR A 26 18 S R (SEP/SESC/SMG/SMSMEX, Email.Security.cloud/DCS/EDR)
° DU Ry Symantec (MY B RE A4 HE R A S RE AT -
BRE(BEREEAREFHRSERE)PE
e Trojan Horse

e Trojan.Gen.2
e Trojan.Gen.NPE

HARR B EE -

HeAMHY Webpulse (48 E Ak 48 H B BhaIEEHEZR DR HoAth e i ny 4 fg b€ Rty - TREES
Rl Ny AR E AT

e Audit: Spring Framework CVE-2022-22965 Scanning

e Web Attack: Spring Framework CVE-2022-22965

e Web Attack: Spring Framework CVE-2022-22965 2

E L2 CHR(ERMERDCS) !

EE[988 ¢ Data Center Security (DCS) AEZFESF (IPS) PRIV Z2BER » FHEAETEP Spring4Shell
HI AR AR A T E R IR ORGE -
EAEMHE(MREEERWSS-- gk BisHE 2 B8 Z2RH)

WA A R A TP ER S — I R BRI N e SRR T -

2022/04/20
Oski RN EEREELCEIHES

Oski Stealer J— ¥ FARRFES + BRERYE Web SIE £ PREMUMIRN - ol R s
EISRE% < ST RIS - BRI 2019 LEEERI 2020 SEVITERT R HE L
S o IR T EUSHIER A BT WA L AR A AR AR AT
R -

P 2 (R A (5P P9850 S SR B SR R B 5 T (BT
FEE AR E RN TR » (5 AR TE S TAL TR B - ROTAER - — AR
EERBBEBY Oski (BHSACERAIAHE (Alien*SNE ) I Mars BAMZAATHIE (Builder) 5
5 AR TSy T (AL R ITH,  MRER A BRHK -

PR ORREEM-FrEBofEAS RS R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

BIRF5EE:E  0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/shuckworm-intense-campaign-ukraine
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/symantec/DCS.asp
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/shuckworm-intense-campaign-ukraine

RLZEM--AKF(2022/04/22) FEFI 15 5% R R BHE A S EER AR

PR T LA S — S R HE (I 2o F S 3 (- 3 (SEP/SESC/SMG,/SMSMEX/Email Security.cloud/DCS/EDR)
o DUTNEREA B Symantec {6 R 21958 2R =410 KA RCE MERTFEr% & -
it TAERRT(Snoar) BIBhEE -

e AGR.Terminate!g?2

e SONAR.AM.E!gl1

e SONAR.AM.E!g13
e SONAR.SuspBeh!gen609

B2 PhERS -

NE I H 2 (SMG, SMSEX)HYEN - 18, 22 4= 1 26 fe FARPTEE - = BP0 22 e R 75
(E-mail Security.Cloud) A S Ei -2 BRBE(ETI) » #REFE HE 4% i FH = i de B bm 2 R 5 S M PR (
B A& -

BRI (ERERARFREERE)ME

e Packed.Generic.548

e Scr.Malcode!gdn30

e Trojan.Gen.MBT
e Trojan Horse

EH i 232 8 a0Br & it -
e Heur. AdvML.B
e Heur. AdvML.C

2022/04/20
#1BY BotenaGo EE S

BotenaGo &2 —71#EH Golang EXESHmENEBIEEE - FEEFEIRPHEI - &1
BotenaGo .2 30 ZfdA [EHYJRIE A A - IE?T%T%@E%EEE%*D%H% AR - *E?F?L*fﬁﬁﬁz— ’
B R H— R DRI SAURIERA - BATEFISHE Lilin DVR 3 -
BotenaGo VU FERARVIR ARG B - BB TIPKE Miral 28R Eois ok B2 2 <2 LAy 48
o

EFI5 T DA S — % R HE Ik 25 Fl 5 U - 2% (SEP/SESC/SMG,/SMSMEX/Email Security.cloud/DCS/EDR)
o DU ERBH B Symantec {E IRy R B2 28 K A RO FEAY btk

BRI (EMEENIRTHNRS ERIE)HE -
e Hacktool

e Linux.Lightaidra
e Trojan.Gen.NPE

PR ORREEM-FrEBofEAS RS R

mwrm We Keep IT Safe, Secure & Save you Time, Cost BT HE

BRFEE RS - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf

REE M --AFE(2022/04/22) E P55 5 R MBH E A = E R A

2022/04/20
Shuckworm SEZEEE > HEHSRARDABRIETE

B ZR AT A TS Shuckworm [HIEE4H4%E (4% Gamaredon ~ Armageddon ) IEAEHRFEE S S 7e i
HIAH AR SE AL IAERE T %8 - B 2014 FEEREFRLIAE » Shuckworm A%?Hﬂﬁ%?%i%qu ST
SR EINEEA N E%Iﬁtﬁgﬁﬁiﬁﬁ Z A BHUEENIESE Y — B H SRS e
i RS A N EE o BN E AT 2 —EEHHEE (Backdoor.Pterodo) E’JK [E] 8% - H
HIFE %ﬂﬁ FILHIERS -

FERAI R EL A S B n] th B EE B 26N ¢ Shuckworm (FFH) © [EIEEAH G448 1 1 S Te i 2%
S SR TE) -

E98 T AN B — IS R 22 fE A XU (SEP/SESC/SMG/SMSMEX/Email.Security.cloud/DCS/EDR)
o DUTERBH By Symantec (BRI ENHY S BEAE 4410 A R FEAV &R -
BT8R (Snoar) BIPAE :
e SONAR.SuspLaunch!g39

BRE(ENREEXESHNREEERE)PE :
¢ Backdoor.Pterodo.B
¢ Backdoor.Pterodo.C
e Backdoor.Pterodo.D
e Backdoor.Pterodo.E
e Trojan Horse
o Trojan.Certbypass

e Trojan.Dropper
e Trojan.Gen.MBT

Eit R 2 TP ERT
e Heur. AdvML.B
e Heur. AdvML.C
HEREFE P RE -
FAMAY Webpulse (48 EHkfED) 48 H B 8ol gEEZE DR HA L AErE e R - EAgH1
= NN e E AR =EiR g
o Web Attack: Webpulse Bad Reputation Domain Request
B AEE(MREHFERAWSS-- i BiREE HEEBiE 2R :
BRI E R AR AT TP HE R S — B RN R e i 5= -

PR ORREEM-FrEBofEAS RS R

mwrm We Keep IT Safe, Secure & Save you Time, Cost BT HE

BRFEE RS - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/symantec-blog/shuckworm-intense-campaign-ukraine-TW.pdf
https://www.savetime.com.tw/symantec-blog/shuckworm-intense-campaign-ukraine-TW.pdf
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/shuckworm-intense-campaign-ukraine
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf

RLZEM--AKF(2022/04/22) FEFI 15 5% R R BHE A S EER AR

2022/04/19
PYSA #hZRERRE SR B kA E IR

PYSA (Protect Your System Amigo--fRa& K1Y % Amigo ) BREASEE » thiE s Mespinoza
v B 2020 FLIR—EVER 0 EESTH BN RREITIE - PYSA AV G BB E
B N2 EEHRE R W EOKIEE o IRy A A £ 6 B T E 2B RDP Rl » i
SIS RAY T B » 35 Cobalt Strike ~ Empire » WinSCP #1 Cloud Storage JR¥% - 1F T Ay EE
H > (R Chisel (*821) w78 T H - 7548 PowerShell MIAS Fy B IR THIECE -

EME T BN I R AL 2 FE A R (SEP/SESC/SMG,/SMSMEX/Email.Security.cloud/DCS/EDR)
o DUTNERBH By Symantec (UM ENHY R EAE Z4 0 KA R TERV &R -

B {TAE IR T (Snoar) BIFA:E :
e SONAR.Ransom!gen57
e SONAR.Ransomware!gl
e SONAR.Ransomware!g3

ERE(BREENIETRSERE)HE -
e Downloader
e Ransom.Gen
e Ransom.Hermes!gen?2
e Ransom.Mespinoza
o WS.Malware.1
o WS .Malware.2

EHit i 232 T aIB &Rl -
e Heur. AdvML.C

2022/04/19
ZEE & F . VajraSpy EEER

VajraSpy & —TERAT (ZBLirHURE ) 81 > BFEA Google Elinf#hEAE Android 57 A AR
WEEHEEERL » VajraSpy BEEF& T —EELZHEE © APT-Q-43 > FEIGSTHEENTHEE A S - %5E
B EARWCEE AR = B R E R A R FE S Bk - E1E © fHER ~ WhatsApp Al Signal
R LU EERRC SR -

E988 7 C AN — IS [ HE A 2 T A XU & (SEP/SESC/SMG/SMSMEX/Email.Security.cloud/DCS/EDR)
o DUNERIA £y Symantec (EUHIENHIREEAR A0 A RCE TERY [ &% -
B inEphETE 3 B AR (10S/Android) Bi§ HER AU THE LR MR T EMRERED ¢

EEFPE e Il B E  TENAE B A (I0S/Android) Z2EE#) o i RN BRI #ERE - TAI LY
BN 2R EZHENERS (GIN) HZAIR 2 — Symantec WebPulse HRAVEE 5 i & AN A
HRHIAENE - AT R SRR Ry r] e R REE I 0 DACRGER] P2 R (SMS) dps sy e -

e Android.Reputation.2

o AppRisk:Generisk

PR ORREEM-FrEBofEAS RS R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

BIRF5EE:E  0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf

RLZEM--AKF(2022/04/22) FEFI 15 5% R R BHE A S EER AR

2022/04/18
iFHARY Qakbot (Qbot) EELIIRERH1T
B2 F T Qakbot B EA-TTENAHE N E % AYExcel XLSBREZE - MU ES T EE &

Qakbot DLL #% » 35 EfEZE I RLENEL Qakbot BF C&C (AR Z8AYHE(E o #HZLFEL DarkVNC F1
Cobalt Strike MHEFHVEEE IR & °

PR T O A — I AR (L % FE S X (-2 (SEP/SESC,/SMG,/ SMSMEX /Email.Security.cloud/DCS/EDR)
o DUTEREA Fy Symantec {6 HIEN Y52 EAE =AM KA RCE ERI & -
HEER(ENEEXETNRSE ERIE)HE .
e Trojan.Gen.NPE.C
o WS . Malware.2
e WO7M.Downloader
EHit 232 T aIBr &Rl -
e Heur. AdvML.B
B Aa M E(MNRIEAEERAWSS-- i BiRAE 94, BiEZ2RF) :
Oy S v e iV (NN S S I I N v i =L o a i

2022/04/18
FISEARER Andoid E=123 - Joker

Toker JEEAAHARZHY Android FEHKAG - E—HAEFE A Google Play Bi/f > BiESK - 24T
BRAEARTH Joker BFERVHE - BT TENE RSB ZE WA RS - A2 E
Fa B TR RS -

EPTHE T AN EE — I A R (2 FE A R {2 (SEP/SESC,/SMG,/SMSMEX,/Email.Security.cloud/DCS/EDR)
> DUNEREA Ry Symantec EHIEIHYE EAE A48 A R FERY T 1 -
B RIRE P ETENE B RRAS(10S/Android) B HEFEAU TR Z IR (H RS /IRERED ¢

BT BT RE TR B RUA (I0S/Android) ZBRE# /AT RN B VE#ERE - EF A LLE
FEFEST R EREZIF AR (GIN) EZACE 2 — Symantec WebPulse F AV IE Hiin & RN A
FRANAEHE o AT Ry nT SR IS IREE P o DR P A2 fEER (SMS) 4R Sy A EE -

o AppRisk:Generisk

PR ORREEM-FrEBofEAS RS R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

BIRF5EE:E  0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf

fREZEM--AE(2022/04/22) F P58 52 [ i B 3E

SEMA

2022/04/15
88 SR MASEIN R IR IcedID REER

EHE > IeedID FEEHRSHIE AN S e il A0SRV IE - — Bl FE " UAC-0041
J EJZ””’ZEZ%?&?E_E’]Z[%IE%B’Z% M4 ks “Mobilization Register.xls” PN # EEEAY Excel i B FAE

— HEARO BB B WL e GzipLoader TS » 3% RIS L& IeedlD ARET
%Z@JXFQ%%E’] S I - IcedID EBEHEEE /DI 2017 EE*)EEZ%A?)? H o HES K BIREEE
R _ A S THER R TR 2 — -

EFER v LA S — RS R HE (I 26 F 5 S {5+ 2 (SEP/SESC/SMG,/SMSMEX/Email Security.cloud/DCS/EDR)
o DU ERBH B Symantec {EHIEN YR B2 208 K A RO FEAY b stk

BRE(ENREXESHNFSEERE)PE !
e [SB.Downloader!gen60
¢ [SB.Downloader!gen68
e [SB.Downloader!gen433
e Trojan Horse

e Trojan.Mdropper
e Trojan.Gen.NPE.C

B EREGE(MNRIEHEAWSS--in N BinlE 71 B8 L2IRH) :
BESRAVE R I TPAL A CR S — R RN A 2 2 B8R -

2022/04/15
TinyFluff P98 OldGremlin B & 4B 47

MIB R A » —(E% 5 OldGremlin FYEZ4E4% » BT 2/ BB W E R E e B E T
it > B EITEIM R 44 s TinyFluff %958 28088 - TinyFluff FEHAMMEZE HWRUWES
B LAV E R - BRI AR PR ES - Eﬁﬁu%ﬁz TinyCryptor ¥z As S fE T IR HEAY 4%
BHREE, -

9885 A — R R (L 2 FE8 5 WU 3 (SEP/SESC/SMG,/SMSMEX,/Email.Security.cloud/DCS/EDR)
o DUNEREH B Symantec (B HIZ Y B AZ S48 KA OB FERI 8t
ERY(EREER RS RES EHEIE)bhE .
e Trojan.Gen.2
e Trojan.Gen.MBT

e Trojan.Gen.NPE
e W97M.Downloader

Ei 232 G a0BrEL it -
e Heur.AdvML.B
e Heur. AdvML.C

B PARPE(NRERERAWSS--hirN Einf RS BiEZ2IRH)
BESRAYE R I TPALAE E RS — R RN A 2 2 BB IR -

PR ORREEM-FrEBofEAS RS R

mwrm We Keep IT Safe, Secure & Save you Time, Cost BT HE

BRFEE RS - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf

